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Course: Web Security & Lithical Hacking |

AR BNy gl el 2l ad

Course Mumber and Code: WERT 4211
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Module Description
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This  course  provides a
understanding of compuling, networking,
programming concepts. and exploitation
techniques, as they relate to computer
security. In security testing, an ethical

hacker with legal permission attempls to |
penetrate a svstem or svstems o find a |
weak link and then analvze ways to |

correct the scewrity flaws. Ethical hacking
relies on a combination of creativeness,
expanzion of knowledge based on best
practices, legal issues, and client indusiry
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regulations as well as known threats and AT
the breath of the target orpanization's
segurily presence or point of risk.
Module Aims o el cilaai
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| Web-based systems and applications.
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Understand the fundamental sccurity
components of a compuier sysbem,
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Understand authentication services and
mechanisms

Al e Sl Slacs SR Gl

Understand relevant protocol like SSL,
S5H etc.
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Understand Ethical

methodology

Hacking
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Understand web security services and

mechanisms
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Be able 1o evaluate a Web-based system
with respect to ils securily requirements
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Identify and analyse ethical hacker issues
arizing in an online environment,
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Explain  concepts of  Cryptography,
Information  gathering, scanning  and
Enumeration,
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Explain the basics of sniffing networks
and network hacking.
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Apply techniques of attacking a system,
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