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Module Syllabus

Course: Information Security

Sl sl Gal 1yjiall ol

Course Number and Code: COMP 4213
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Prerequisite: COMP 1211
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Course Teaching Language: English

iy el G i 4]

Course Level: Department Elective
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Credit Hours: 3 (2+1)
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Module Description
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The course describes threats of the
information security and Identifies
methods, tools and techniques for
combating these threats
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Module Aims
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Identify and prioritize information assets
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Define an information security strategy
and architecture

& Janal) dain g cila glaall (gal Lailias) iy yaS

Plan for and respond to intruders in an
information system
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Present a disaster recovery plan for
recovery of information assets after an
incident
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Explain the basic concepts of IS,
especially in evaluation of information
security risks across diverse settings
including the Internet and WWW based
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commerce systems, high bandwidth | el g2 Gl b Al cyLa
digital communications and  funds Jisa) dagad laxd
transfer services.

Discuss the basic concepts and

techniques of data security.
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[llustrate the basic authentication and
web security methods
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Analyze, design, program, implement,
secure and maintain network
applications.
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Design, implement, test and document
object-oriented software systems.
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Install, configure, build, troubleshoot,
secure, modify and maintain computer
system architectures and networks to
meet user requirements.
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Principles of
2016 Thomson Course Whitman & Information
Technology Mattord Security Fifth

Edition, ,




